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While memories of previous project we haven't sunk into oblivion, we'll start finishing what we started. In fact, we processed ARP
requests received when sending a command ping our device. The logically correct step would be to implement a response to the above-
mentioned command, which is what we are moving on to. We work according to the classical scheme - primary theoretical information,
which will subsequently be accompanied by a practical example for STM32 and ENC28J60.

A small contribution of additional systematization:

= STM32 and Ethernet. Part 1. Connecting and configuring ENC28J60.
» STM32 and Ethernet. Part 2. ENC28J60. Reception and transfer of personnel.
= STM32 and Ethernet. Part 3. Channel level. ARP protocol.

So, as we continue to move through the protocol stack to the upper layers, we are working at the network level today:
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IP protocol.

The IP protocol is key when it comes to the functioning of the Internet as a whole. It is this protocol that allows packets to
circulate between networks, that is, it combines various network segments into one single Network. Whatever the number of
intermediate routers between two network nodes, the protocol will deliver information to the address.

Meanwhile, the IP protocol itself does not guarantee reliable packet delivery, unlike, for example, the standard example of

reliability - TCP.

An important property is the ability to fragment packets. If the size of the packet exceeds the maximum permissible for a
particular node that is encountered along the path of the packet, then the packet is divided into several parts. Accordingly, each fragment
contains its own identifier number for subsequent "assembly" of data together. Today we will not process fragmentation; we will leave it

for the future (if necessary), since the size of our packages will be objectively small.

The IP packet format is based on the usual structure - header bytes followed by a semantic load in the form of data (the IPv4

version is considered):
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LP Frame
Version HL DSCP ECN Total Length
4 6uta 4 6uta 6 6uT 26ura 16 Gut
Baiit 0 Bant 1 Bantbt 2.3
Identification Flags Fragment Offset
16 6ut | 36ura 13 6ur
Banmbt 4.5 Bantbl 6.7
TTL Protocol Header Checksum
8 6uT 8 Gut | 16 6uT |
Baiit 8 Bant 9 Baintbt 10...11
Source IP Address

32 Guta

Bantnl 12..15

Destination IP Address

32 6uTa

Bantbl 16..19

Jannble

MicroTechnics.ru

= Version The protocol version for IPv4 is 0x04.
= |HL (Internet Header Length) |Is the length of the IP packet header in 32-bit words.

= DSCP (Differentiated Services Code Point) - this field was previously called ToS (Type of Service) - used to split packages into

different service classes.

= ECN (Explicit Congestion Notification) - optional function - serves to inform nodes about network congestion.

= Total Length the full packet size in bytes. "Complete" implies that not only the data but also the header is included.

= |dentification - id.

= Flags - three bits of flags:

= Bit O (high) - does not carry a semantic load - is always zero.

= Bit 1 - bit DF (Don't Fragment) - determines whether fragmentation as such is possible for a given packet.

= Bit 2 (lowest) - bit MF (More Fragments) - for fragmented packets indicates whether the current part is the last.

= Fragment Offset - fragment offset - a 13-bit value that determines the position of the data of the current fragment relative to the
original data packet. Moreover, the value is not in bytes, but in blocks of 8 bytes. For example, if the first fragment had 64 bytes of
data (8 eight-byte blocks), then the next fragment will have this field as 8. The very first packet has an offset of O.

= TTL (Time To Live) The packet lifetime is the maximum number of routers that a packet can pass along its path.

= Protocol - next layer network protocol id. If the IP data field of the packet encapsulates in itself ICMP packet, then the value of the

field is Ox01, for TCP - 0x06, UDP - Ox11.

= Header Checksum - header checksum. Its calculation is feasible in the practical part just below.

= Source IP Address The sender’s IP address.

= Destination IP Address The recipient’s IP address.

The IP protocol package format has been disassembled and will be supplemented current project functionality for processing

them.

We adhere to our highly structured architecture and start by adding two new files to the project:

= ip.C
= jp.h
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The second step is to define a structure for working with IP frames. This action takes place in a file ip.h:

typedefstruct IP_Frame
i
uint8_t verHeaderlLen;
uint8_t diffServices;
uintl6_t len;
uintl6_t fragld;
uintl6_t fragOffset;
uint8_t timeTolLive;
uint8_t protocol;
uintl6_t checkSum;
uint8_t srcIpAddr[IP_ADDRESS_BYTES_NUM];
uint8_t destIpAddr[IP_ADDRESS_BYTES_NUM];
uint8_t data datal];
} IP_Frame;

The fields are arranged in accordance with the order of their sequence discussed above. Let's immediately add a function to
calculate the checksum:

uintl16_tIP_CalcCheckSum(uint8_tx data, uintl6_t len)
{

uint32_t res = 0;

uintl6_t*x ptr = (uintl6_tx)data;

while(len > 1)

{
res += xptr;
ptr++;
len -= 2;
b
if(len > 0)
{
res += x(uint8_tx)ptr;
il
while(res >0Oxffff)
{
res = (res >> 16) + (res & OxFFFF);
}
return ~((uintl6_t)res);
}
e o e e e e S e S S 5 e S D S S DS S I S S ) e S o e */

uintl16_tIP_Process(IP_Frame* ipFrame, uintl6_t framelLen)
{

uintl6_t newFramelLen = 0;

if (memcmp (ipFrame->destIpAddr, ipAddr, IP_ADDRESS_BYTES_NUM) == 0)
{

uintl6_t rxCheckSum = ipFrame->checkSum;
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ipFrame->checkSum = 0;
uintl6_t calcCheckSum = IP_CalcCheckSum((uint8_tx*)ipFrame, sizeof(IP_Frame));

if (rxCheckSum == calcCheckSum)

{
uintl6_t dataLen = framelLen - sizeof(IP_Frame);
uintl6_t newDatalen = 0;

if(ipFrame->protocol == IP_FRAME_PROTOCOL_ICMP)
{

newDatalLen = ICMP_Process((ICMP_EchoFramex)ipFrame->data, datalen);
}

ipFrame->len = htons(newDatalLen + sizeof(IP_Frame));

ipFrame->fragld = 0;
ipFrame->fragoffset = 0;

memcpy (ipFrame->destIpAddr, ipFrame->srcIpAddr, IP_ADDRESS_BYTES_NUM);
memcpy (ipFrame->srcIpAddr, ipAddr, IP_ADDRESS_BYTES_NUM);

ipFrame->checkSum = IP_CalcCheckSum((uint8_tx*)ipFrame, sizeof(IP_Frame));
newFrameLen = newDatalLen + sizeof(ETH_Frame) + sizeof(IP_Frame);
Y
}

return newFramelen;

}

The general concept is the same as that used in the ARP protocol module. As an argument we get framelen |s the length of the

frame IP. We will return the updated length corresponding to the sent packet. This value will be stored in newFramelen .

We check that the specified IP in the packet matches our address:

I if(memcmp (ipFrame->destIpAddr, ipAddr, IP_ADDRESS_BYTES_NUM) == 0)

If successful, we calculate the checksum. A small nuance is that before calculating, you need to reset the field with the accepted
value, after saving it to a local variable for subsequent comparison:

uint16_t rxCheckSum = ipFrame->checkSum;
ipFrame->checkSum = 0;
uint16_t calcCheckSum = IP_CalcCheckSum((uint8_tx*)ipFrame, sizeof(IP_Frame));

if(rxCheckSum == calcCheckSum)
it

!/
}

Again, in case of correctness, that is, coincidence of values, we continue to work with the received data. IN THE framelLen at the
moment, the full length of the IP packet (including the header). Calculate the size of the data field ( datalLen ), which we will use in the
future. Because we also have plans ICMP protocol, let's check the field protocol IP header:

uintl6_t dataLen = framelLen - sizeof(IP_Frame);
uintl6_t newDatalen = 0;

if(ipFrame->protocol == IP_FRAME_PROTOCOL_ICMP)
{
// ICMP processing should be there

5

In this specially and prudently designated place we will subsequently place the processing of ICMP frames, but for now we will
finish with IP... Assuming that newDataLen it will be changed subsequently in the ICMP part, we calculate the updated length of the full
2 IP packet and enter it in ipFrame->len :

newFrameLen = newDatalen + sizeof(IP_Frame);
ipFrame->len = htons(newFramelen);

Packet fragmentation is not affected, so:

I ipFrame->fragld = 0;
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I ipFrame->fragoffset = 0;

We swap the IP addresses of the sender and recipient, or rather enter our address into the sender’s IP - ipAddr . We finish the
package by calculating the checksum:

memcpy (ipFrame->destIpAddr, ipFrame->srcIpAddr, IP_ADDRESS_BYTES_NUM);
memcpy (ipFrame->srcIpAddr, ipAddr, IP_ADDRESS_BYTES_NUM);

ipFrame->checkSum = IP_CalcCheckSum( (uint8_tx*)ipFrame, sizeof(IP_Frame));

That's all. Going down a level, to the file ethernet.c, into the function ETH_Process() and we use a similar principle to ARP to

process IP packets:

//IP protocol
if(etherType == ETH_FRAME_TYPE_IP)
{
responseSize = IP_Process((IP_Framex)ethFrame->data, ethDatalen);

}

In total we have:

s o e e e e e e e e S o S Y S DS S I S SIS ) e S e e */
voidETH_Process (ENC28J60_Frame* encFrame)
{
uintl6_t responseSize = 0;
uintl6_t requestSize = ENC28J60_ReceiveFrame(encFrame);
if(requestSize > 0)
{
ETH_Framex ethFrame = (ETH_Framex)encFrame->data;
uintl6_t etherType = ntohs(ethFrame->etherType);
uintl6_t ethDatalen = requestSize - sizeof (ETH_Frame);
//ARP protocol
if(etherType == ETH_FRAME_TYPE_ARP)
{
responseSize = ARP_Process((ARP_Framex*)ethFrame->data, ethDatalLen);
3
//IP protocol
if(etherType == ETH_FRAME_TYPE_IP)
{
responseSize = IP_Process((IP_Framex)ethFrame->data, ethDatalen);
}
if(responseSize > 0)
{
ETH_Response(ethFrame, responseSize);
}
}
}
T e e e D e e e D e e e e e e s e e */

We've sorted out the IP packets, and now we'll figure out the data they contain. And as already discussed, first of all, we will pay
attention to ICMP.

ICMP protocol.

ICMP is mainly used to signal the occurrence of exceptional situations - errors, unavailability of nodes, etc. In addition, what
currently interests us first is ICMP protocol used to operate the utility ping. Actually, when trying to ping a node, an echo request is sent,
and the presence or absence of an echo response determines the availability or unavailability of the target node /& Thus, we need to

accept this very request and send the correct answer.

2 The essence of package formation remains the same as we discussed in the previous part:
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Ethernet| Ethernet
header Data
P P
header Data
ICMP ICMP
header Data

After processing the IP packet, we extract from it data that is already an ICMP packet, which also has its own header. The ICMP
format of the package is as follows:

LCMP Frame
Type Code Checksum
8 6uT | 8 Gut | 16 Gut |
Banut 0 Bawnt 1 Bants 2.3
Jannbie
MicroTechnics.ru

Again, we go through the header fields in the indicated order:

= Type - package type. At the moment, our area of interest is echo query - code 0x08, echo response - code 0x00.
= Code - in cooperation with the field Type gives complete information about the type of package. For both echo query and
response, the code is 0x00. And, for example, if an ICMP packet signals that a node is unreachable, then: Type = 0x03, Code =

0x01. If the packet’s meaning is that the port is unreachable, then this is the case: Type = 0x03, Code = 0x03. In general, this is
the essence.

= Checksum - checksum. Calculated in the same way as for the IP package.

The header is followed by the data. Moreover, the data format may also differ for different field values Type and Code. Specifically,
the ICMP format of echo requests and responses is

LCMP Echo Frame

Type Code Checksum
8 6uT | 8 6ut L 16 6ut |

Bant 0 Bant 1 Bantbl 2.3

ldentifier Sequence number
16 Gut | 16 Gut
Bantb 4.5 Baitm 6.7
Jannbie

MicroTechnics.ru

When generating a response to an echo request, we will only change the field Type. Again, we return to the project, add files, and
define a structure for storing specialized data:

= jcmp.c

= jcmp.h
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typedefstruct ICMP_EchoFrame
{
uint8_t type;
uint8_t code;
uintl6_t checkSum;
uintl6_t id;
uintl6_t seqNum;
uint8_t data datal];
} ICMP_EchoFrame;

Sticking to the established architecture, adding a function ICMP_Process() :

uint16_tICMP_Process(ICMP_EchoFramex icmpFrame, uintl6_t framelen)
{

uintl6_t newFramelLen = 0;

uintl6_t rxCheckSum = icmpFrame->checkSum;
icmpFrame->checkSum = 0;

uintl6_t calcCheckSum = IP_CalcCheckSum((uint8_tx*)icmpFrame, framelen);

if(rxCheckSum == calcCheckSum)
{
if(icmpFrame->type == ICMP_FRAME_TYPE_ECHO_REQUEST)
L
icmpFrame->type = ICMP_FRAME_TYPE_ECHO_REPLY;

icmpFrame->checkSum = IP_CalcCheckSum((uint8_tx)icmpFrame, framelLen);
newFrameLen = framelLen;

return newFramelen;

The algorithm is similar to the one discussed earlier for IP packets, so | won't even describe it separately (as a result, we have a

processed packet ready for subsequent sending. All that remains is to call the currently added function in a pre-prepared place:

[ e e e sees e s e e S e s o s Ses e S s ee s S Eer s S ses *x/
uint16_tIP_Process(IP_Framex ipFrame, uintl6_t frameLen)
{
uintl6_t newFramelLen = 0;
if (memcmp (ipFrame->destIpAddr, ipAddr, IP_ADDRESS_BYTES_NUM) == 0)
{
uintl16_t rxCheckSum = ipFrame->checkSum;
ipFrame->checkSum = 0;
” uint16_t calcCheckSum = IP_CalcCheckSum((uint8_tx*)ipFrame, sizeof(IP_Frame));

if(rxCheckSum == calcCheckSum)

{l
uintl6_t datalen = framelLen - sizeof(IP_Frame);
uintl6_t newDatalen = 0;

if(ipFrame->protocol == IP_FRAME_PROTOCOL_ICMP)
{
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newDatalLen = ICMP_Process((ICMP_EchoFramex)ipFrame->data, datalen);

newFramelLen = newDatalLen + sizeof(IP_Frame);
ipFrame->len = htons(newFramelLen);

ipFrame->fragld = 0;
ipFrame->fragoffset = 0;

memcpy (ipFrame->destIpAddr, ipFrame->srcIpAddr, IP_ADDRESS_BYTES_NUM);
memcpy (ipFrame->srcIpAddr, ipAddr, IP_ADDRESS_BYTES_NUM);

ipFrame->checkSum = IP_CalcCheckSum((uint8_tx)ipFrame, sizeof(IP_Frame));

return newFramelen;

Systematizing what is graphically implemented, we get:

ETH_Process()
I IP_Process() | [ ARP_Process() }

'

ICMP_Process()

We assemble the project, flash and analyze the result obtained, sending a command ping on our ip:

ping 169.254.191.22

Ping onAa 169 5
OTnpaeneHo = 4, 4, noTepAHo = @
(8% noTteps)
WIUTENEHOE Bp npUeMa-nepenad B MC:
MakcHMansHoe 2 mcek, CpegHee = 1 mMcek

Everything went according to plan, we observed successful responses from the node. Similarly, see WireShark:

No. Source Destination Protocol  Length Info
1 8.000000 169.254.191.234 169.254.191.22 1cMe 74 Echo (ping) request 1d=0x8001, seq=339/21249, ttl=64 (reply in 2)
2 8.001480 169.254.191.22 169.254.191.234 e 74 Echo (ping) reply  1d=8xB081, seq=339/21249, tt1=64 (request in 1)
4 1.606460 169.254.191.234 169.254.191.22 0% 74 Echo (ping) request 1d=9x@081, seg=348/21585, ttl=64 (reply in 5)
5 1.807879 169.254.191.22 169.254.191.234 1M 74 Echo (ping) reply  1d=9x@981, seq=348/21565, ttl=64 (request in 4)
6 2.827322 169.254.191.234 169.254.191.22 1cHP 74 Echo (ping) request 1d-8xB981, seq=341/21761, ttl-64 (reply in 7)
7 2.028732 169.254.191.22 169.254.191.234 1o 74 Echo (ping) reply  1d-9xB001, seq-341/21761, ttl-64 (request in 6)
8 3.841951 169.254.191.234 169.254.191.22 1M 74 Echo (ping) request id=0x8001, seq=342/22017, ttl=64 (reply in 9)
9 3.843249 169.254.191.22 169.254.191.234 e 74 Echo (ping) reply  id=0xB081, seq=342/22017, tt1=64 (request in 8)

The icing on the cake - let's look at the bytes received. Let’s set a break point, for example, here:
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260

uintlé t ICMP_Process(ICMP_EchoFrame* icmpFrame, uintlé_t framelLen)

1

uintlé_t newFramelen = 07

uintlé_t rxCheckSum = icmpFrame->checkSum;

icmpFrame->checkSum

uintlé_t calcCheckSum = IP_CalcCheckSum({(uint8_t*)icmpFrame, framelen);

if (rzCheckSum == calcCheckSum)

{

if (icmpFrame-»type = ICMP_FRRME_TYPE_ECHO_REQUEST)

i

icmpFrame->type = ICMP_FRAME TYPE ECHO REPLY;
icmpFrame->checkSum = IP_CalcCheckSum((uints_t*)icmpFrame, frameLen):

newFramelen = framelen;
1
13

return newFramelen;

And then we analyze the available bytes:

P

Watch 1 v Watch 1 -39
Expression Walue Expression Value
= frame <structs L[ZB] 0=EF J IP-anpec
nesxtPir 0x0654 A [29] 0=EA OTTIpaBuTeNs
length 78 L [a0) 0zA9 -
status 0=00C0 1 [31] 0xFE kT e Hea
- S [P-anpec
B da[tg.} <arTay:”’ i [32] 0xEF o
0x00 - [33] 0xl6 ) |
1 0x17 00:17:22:ED:A5:01 il [34] 0z08 ) | Type (3x0-3anpoc)
g} 2 || ac e g g | Coue
= e = - 3
[g] e nonyvatens ( (7] A J | CheckSum
0x01 L 36 0=00 ;
: %5% G Ethernet Haa} i J At
] DxBh | | 44:8A5BED:EQ:54 | Header 0] =i | |
| 8] 0x5B MAC-anpec L e Sequence number
- [8] 0xED i [42] 0z61 JlaHHble
Hﬂ 0xE3 oHmaBMyen il [43] 0262
0x54 P [44] 063
2] 0x08 . i [45 x4
[[13] 0200 J Eiheriyps i %45} 0mt5
(114] 0x45 ) Version + [HL 4 [47] 0x65
(715) 0x00 ) DSCP + ECN L (48] 0x67
= 660 )| Tt Leng i ox
[ H g% E:;: J Identification EH gxgg
----[[20] 0x00 J Flags + P 1 [53] 0x6C
[ [21] 0x00 ) Fragment Offset Header i1 [54] 0=6D
[22] 0x40 1i 15 o 1 [58] 0x6E
(23 001 ) | Protocol (ICMP) 4 [56] N=6F
[24] 000 . ; i [57] =70
[[25] 0x00 J ieckium; il (58] 0271
[26] 0x&9 . ; 1 [59] 0=72
----{[2?] o W 169.254.191.234 [50] s

der

The checksum fields are zero because we reset them to zero in the code. Actually, that's all, we'll end here for today

+ ip.cfile

+ ip.h file

+ The icmp.cfile

+ File icmp.h
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